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We have heard the word “glitch” over and over again in reference to the government’s new health care website, Healthcare.gov. As a person who has personally coded thousands of lines of code and run several websites, I can assure you that what we are seeing with this website is not a bunch of small glitches. It is as fundamental failure. Read on for my take on it all.

How did we get here? First of all, with any web project, especially one as large as this, clarity of purpose is essential. The first thing you do in such a project is to decide definitive objectives and plot out a program of how to get to those desired results.

At 1900 pages, the size of H.R. 3962, the Affordable Health Care for America Act, is overwhelming. It crashed my computer several times before I was able to download the PDF. Add that to the fact that no one in Washington knew exactly what it contained when it was passed and you can understand why there was no clarity of purpose in developing the website.

Also consider the fact that outdated procurement and bidding processes for governmental work have become so overwhelming that only those companies who know how to manipulate the system can be successful in gaining these government contracts. The people who get the contracts are not necessarily the best and the brightest, but rather, those who can play the political game the best.

So we wound up with several contractors, led by CGI – the largest tech company in Canada. Although I have nothing against Canadians, it seems to me that something that we Americans will rely on so heavily would be better served by an American company. After all, we still have a very high standing in the technology world. What ever happen to “Made in the USA?”

And, as you know, cost overruns are rampant. The initial CGI contract was awarded at $93.7 million and their work has already raised the bill to almost $300 million. Would Apple, Amazon, or others allow such outrageous cost overruns when such lack of results have been shown?

I would like to also take a moment here to suggest that the US government be honest with the American people. When I look at the statistics for my CompuKISS.com website, I can tell you exactly how many visitors we’ve had, where they are located, how many signup up for each form, what browsers they are using and a wealth of other information. Anyone who deals with websites knows these statistics are available. So for them not be able to tell us how many people have signed up is simply more political posturing. This is not a Republican or a Democratic issue. It is a political issue. Didn’t we learn from Watergate that the cover up is usually worse than the original act?

And, unfortunately, it is obvious in this case that politics have driven the technology rather than the technology being driven by the customer. The user interface is terrible. A wealth of problems seem to have occurred because the government insisted on customer verification against IRS rolls instead of simply allowing the user to see the programs and costs before they signed in with personal information. While I can’t be sure without actually seeing the code, I suspect that other last minute changes and political posturing also led to many of the current problems.

With everyone asking if, and when this can be fixed, I will add my take as an “old programmer” who worked on several large financial team programs and who also worked to make sure that several banks were ready for Y2K. As a programmer, I can tell you that finding all the “glitches” in 5 billion lines of code is not an easy job. And translating the data to be able to communicate with state agencies as well as hundreds of insurance companies is a monumental job. Add that to the fact that hardware issues, server capacity, load balancing, and other highly technical issues have to be taken into consideration.

While some modules of code for this new website may be able to be rescued and reused, the best situation is to start over again with a plain clear plan and no political maneuvering.

There is one main reason that I suggest this. A nest of system problems like those found in this website, ALWAYS translates into security issues. Poor programming leaves loopholes that hackers can expedite to perpetrate identity fraud, phishing, and other vicious plots. Bogus websites with names similar to healthcare.gov have already popped up ready to steal your personal information as you enter it.

Anti-virus software maker Trend Micro also reports that hackers and scammers are also already trying to capitalize on the health care confusion because you can not only sign up at healthcare.gov, but also at several state and third-party sites. They write, “When a person starts looking through sites to find one, at this time, they’re faced with the challenge that there’s no official marking or labeling that they can look at on a site to know that it’s an officially sanctioned site …a survey of state and third-party sites also shows that official sites aren’t required to provide the ability to verify the site using SSL (a security verification system): many of them don’t provide it for site verification at all, though the Federal site does.” It seems that many things were overlooked when this system was created and at least some of those will also cause security problems for end users.

With this new health care system, we are trusting the government with much of our personal and private information. Patching the current system is almost certain to be tried for political expediency. Making it useable may solve the immediate problems, but is sure to cause security problems in the future. This point not being made in most of the media, although for me, it is a major concern. And it should be for you, as well.
